Background: LBNL’s centralized IMAP email system provides a very efficient and reliable email service that is widely used at the Laboratory. In addition several LBNL programs use private mail servers as a complement to perform different tasks that are critical to their research programs. The LBNL’s Computing and Communication Services Advisory Committee (CSAC) asked the Computer Protection Implementation Committee (CPIC) to investigate the extent of security issues related to running private mail servers. 

Between January and April 2002, CPIC investigated and analyzed the impact of running private email servers on computer security. Analysis and findings were presented and discussed in the April CSAC meeting, and can be found in the meeting minutes at:

http://www.lbl.gov/ITSD/CSAC/csac-04-05-02.html
Following is a brief summary of the findings and a recommendation of CSAC on the issue of private email servers.

Findings: Mail servers and mail systems are used at LBNL to facilitate communication among scientific collaborations in unique ways that cannot be provided by a centralized system. IMAP email, while very functional for the Laboratory’s email needs is inflexible and cannot easily be adapted if a group has specialized needs that are critical to achieve its scientific programmatic goals.

Similar to any other host, mail servers are subject to computer security vulnerabilities when poorly managed. The CPP has developed a very efficient approach to detect any vulnerability of host systems. 

Open relays, along with all of the other vulnerabilities, are scanned for on a regular basis. If vulnerabilities are identified and not promptly fixed machines are isolated from the rest of the network. The extremely low incidence of machines running an open relay at LBNL indicates that this active monitoring system is very effective in insuring computer security regardless if the system is a mail server or has another purpose.

Viruses can find their way into the lab through various channels involving vulnerable systems such as Windows or Mac machines.  The majority of individual mail servers are run on Unix systems that are much less vulnerable to these viruses. In addition, when a mail server is properly managed, the emails will pass through the lab virus filter system minimizing considerably any impact associated with virus problems.

Recommendation: Private mail servers play a major and unique role in the scientific mission of the Laboratory and as such their support should be continued. The Computer Protection Program (CPP) activities such as scanning, intrusion detection, etc., should continue to be applied on regular basis to mail servers in a similar way as they are applied to any other host. These normal activities are expected to find mail servers that are vulnerable to attack or misuse, just as they will any other type of computer. This computer security approach has been used very successfully at LBNL.

Since running mail servers presents a particular set of problems that may incur higher level of visibility than other computers, CPP should undertake to raise the knowledge level about risks of running a mail server and the steps that can be taken to mitigate those risks by providing classes and other awareness efforts specifically targeting mail servers.

