Usage of Individual Mail Servers

· What are the risks associated with individual mail servers?

· Open relaying

· Open relays are scanned for, along with all of the other vulnerabilities that the CPPM looks at on a regular basis. If vulnerable machines are identified and not promptly fixed they are isolated from the rest of the network. The extremely low incidence of machines running an open relay at LBNL indicates that this active monitoring system is effective.

· Virus entry circumventing the Virus wall

· There are many ways for viruses to find their way into the Lab (employees checking their personal mail accounts via the web, mobile laptops, infected media, and home machines). Closing individual mail servers will not stop these vulnerabilities. In addition, the majority of individual mail servers are run on Unix systems that are not vulnerable to the viruses, which are targeted at Windows or Mac machines. 

· Do these risks present a cost to the lab?

· There is a finite risk that an individually run mail server may be used as an entry point for an attack. However, the risk is minimized by the active checking system implemented by CPPM (see above). In addition, the risk is no greater, and in all likelihood smaller, than that associated with the other routes for virus entry mentioned above.

· What's the bottom line?

· There will always be a potential cost associated with the freedom to access to internet, however, scientific programs at LBL should not be arbitrarily prohibited from using whatever tools they need to do their research. The cost of permitting individuals to run mail servers is the cost of doing good science at the Lab. 

· Who should make a recommendation about this issue?

· To fully understand this issue some knowledge of the technical details is required. One of the reasons the CPIC committee exists is to provide CSAC with a well-informed interpretation of the facts based on the available technical information. If CSAC were to ignore the findings of CPIC and make a decision based more on emotion than fact this would be irresponsible.

· How an individual mail server is used in my research group:

· My group is the Computational Crystallography Initiative (CCI). Paul Adams is the head of the group and also serves on the CSAC committee.

· We are developing a large software system for X-ray crystallography, supported by NIH funding. This software is very important to researchers using the X-ray crystallography beamlines at ALS, to the Berkeley Center for Structural Genomics (a multi-million dollar P50 center funded by NIH), and to the worldwide crystallographic community.

· The development of the software involves a collaboration between several groups: The CCI group (LBNL), Los Alamos National Lab, Texas A&M University, and Cambridge University. LBNL is the lead institution and therefore is required to administer the tools that support the collaboration. 

· We use a mail server to maintain a collaborative interaction between the groups. This makes use of the web-based Mailman package (used by many groups worldwide). Specific email lists are established (e.g. developer@phenix-online.org). Subscribed users can email to this list, the email is then broadcast to all members of the list. The email is sent to a subscribers main email address (i.e. PDAdams@lbl.gov). This means that emails received from the mailing list pass through the lab Virus filter. The emails sent to the list are also archived automatically by the Mailman system, and can be read at a later date through a web interface. Access to the Mailman interface, which is required to subscribe to a list or administer the lists, is via a password-protected section of our web page (www.phenix-online.org).

· The facilities available through this configuration are not available through the Lab IMAP server. 

· Hosting the web site and Mailman service outside the LBNL network would present a significant and prohibitive additional cost and administrative overhead.

· A full-time system administrator in the CCI group is responsible for maintaining this set up, and ensuring that any security vulnerabilities are promptly fixed. 
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